Data localization

Things to know

+ Private sector privacy laws permit organizations in Canada to transfer personal information to another

jurisdiction for processing, but does impose conditions. USEFUL RESOURCES
+ Public sector privacy laws in some provinces (British Columbia and Nova Scotia) prohibit personal + Guidelines for Processing Personal Data
information in the custody or control of public bodies from being stored or accessed outside of Canada, Across Borders

subject to exceptions.

+ In some circumstances, health information laws prohibit personal information from being disclosed
outside of a province or Canada. RELATED TOPICS

+ Consumer privacy

_|_ h I n gs tO d O + Mobile app privacy

« Human rights in the workplace and privacy

+ Before transferring personal information, assess the risks to the integrity, security and confidentiality
of the data outside of Canada — this may require avoiding transfers to certain countries or transferring
sensitive information.

+ Obtain contractual commitments from any service provider (including affiliated companies) @ Osler’s Privacy team can help. Find out
so that the personal information will have comparable protections to the protections in Canada. more at osler.com/dataprivacy

Need more info?

+ Inform individuals that their information may be sent to another country and may be accessed by the
courts, law enforcement and national security authorities under local laws (which may be different
than the laws in Canada).

+ Ensure that you do not store or access personal information (e.g., when providing a digital or cloud
service) on behalf of a public body, hospital or health provider without considering how geographic
restrictions found in Canadian legislation may apply.

DOING BUSINESS IN CANADA View our disclaimer at osler.com/disclaimer.


https://www.osler.com/en/expertise/services/privacy-and-data-management
https://www.priv.gc.ca/en/privacy-topics/personal-information-transferred-across-borders/gl_dab_090127/
https://www.priv.gc.ca/en/privacy-topics/personal-information-transferred-across-borders/gl_dab_090127/
http://osler.com/disclaimer
https://osler.com/en/resources/business-in-canada/browse-topics/processing-personal-information/consumer-privacy
https://osler.com/en/resources/business-in-canada/browse-topics/processing-personal-information/mobile-app-privacy-en
https://www.osler.com/en/resources/business-in-canada/browse-topics/hiring/human-rights-in-the-workplace-and-privacy

	Creating, expanding or acquiring a new business in Canada
	Initial structuring and income tax considerations
	Choosing, registering and protecting your corporate name
	Filings and registrations 
	Foreign investment notifications
	Acquiring a Canadian business
	Financing and banking arrangements
	Regulated industries
	Doing business in Québec
	Canadianizing commercial agreements
	Mining
	Real Estate Investment Trusts (REITs)

	Investing in a business in Canada
	Investing in a Canadian business

	Setting up a Canadian subsidiary to operate the business
	Forming a Canadian subsidiary

	Operating a franchise system in Canada
	Franchising in Canada

	Selling products or services to customers in Canada
	Packaging and labelling
	French language rules
	Consumer product safety
	Regulated products
	Selling through resellers, distributors or sales representatives
	Online sales
	Commodity taxes
	Advertising to Canadians
	Contests and sweepstakes
	Gift cards and loyalty programs
	Payment processing
	Collecting debts from consumers

	Selling to government in Canada
	Selling products or services to government customers in Canada
	Federal government sales – Key policies
	Federal government sales – Certifications and reporting
	Federal government sales – Key contracting issues
	Federal government sales – IP issues
	Federal government sales – Security 
	Federal government sales – Defence procurement 
	Provincial government sales

	Hiring employees in Canada
	Hiring employees 
	Human rights in the workplace and privacy
	Employment agreements
	Accessibility for Ontarians with Disabilities Act
	Public retirement income programs
	Employer-sponsored retirement plans
	Group benefit (welfare) plans
	Independent contractor

	Owning or leasing real property in Canada
	Leasing a place of business
	Acquiring real estate
	Municipal land use planning and development
	Construction issues

	Dealing with environmental and land use issues
	Indigenous consultation
	Environmental emergency response
	Developing a project – Environmental impact assessments
	Dealing with environmental regulators 
	Contaminated lands

	Creating and registering intellectual property
	Retaining intellectual property in what you develop
	Registering your trademarks
	Applying for a patent
	Registering your copyright
	Registering your industrial designs and integrated circuits
	Protecting your trade secrets
	Registering a .CA domain name
	IP licensing in Canada

	PROCESSING PERSONAL INFORMATION
	Consumer privacy
	Data location
	Online behavioural /targeted advertising
	Mobile app privacy

	Communicating with consumers and businesses
	Electronic messaging
	Telemarketing

	Installing computer programs
	Computer program rules

	ADDITIONAL Information
	Canada’s tax system 
	Branch profits tax
	Thin-capitalization rules
	Branch of a foreign corporation vs. Canadian subsidiary
	Lobbying in Canada
	Insolvency and restructuring in Canada
	Anti-corruption,bribery and enforcement
	Sanctions laws in Canada
	Anti-money laundering and terrorist financing
	Capital markets regulatoryframework and enforcement


